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1.1

1.2

1.3

1.4

2.1

2.2

2.3

24

2.5

Introduction

Under health and safety legislation (see Section 5), employers have a legal duty
to ensure, so far as is reasonably practicable, the health, safety, and welfare of
their employees within the workplace, which includes those risk assessed as
lone workers.

The Trust is committed to promoting and improving the security and safety of its
staff that have been risk assessed as lone workers. The Trust recognises the
health and safety risks which exist for those staff who work on their own and is
committed to the reduction of these risks to as low as reasonably practical.

Due to the nature of their work, lone workers must be provided with additional
organisational support, management, training, and instruction to deal with
increased risks, as well as being enabled and empowered to take a greater
degree of responsibility for their own safety and security.

Staff may only spend a limited amount of their working time ‘alone’ but will still
be considered a lone worker. Although lone workers may face higher risks, it
is important that these risks are not over-stated. This could have a detrimental
effect, by possibly promoting an unnecessary perception of fear amongst staff
that is disproportionate to the reality.

Purpose and Scope

This policy sets out a framework for all South Tyneside & Sunderland NHS
Foundation Trust (hereafter the Trust) staff including locum, agency staff,
contractors, and volunteers on the management of lone workers that address
the needs of, and minimises the risks faced by the many different groups of staff
that may have to work alone in a diverse range of environments.

The policy also provides lone workers and their line managers with a framework
to assist in preparing for a lone worker situation. Finally, this policy will help the
Trust and staff to meet their legislative responsibilities under the Health and
Safety at Work Act 1974 and the Management of Health and Safety at Work
Regulations 1999.

This policy is developed to ensure that lone working is properly risk-assessed
in an appropriate and dynamic way. Safe systems and methods of work must
be put in place to reduce the risk to a level that is considered reasonably
practicable. The Trust will incorporate a risk-based approach to the allocation
of resources and investment in line with the identified risks of the organisation,
of which lone working is a key element.

Staff issued with a Lone Worker Device following a risk assessment must use
the device when undertaking their duties. Failure to comply with this
requirement may result in disciplinary action.

This policy applies to those situations where staff (paid or unpaid), and
contractors who work, either regularly or only occasionally, on their own, and
without access to immediate support from managers or other colleagues. This
could be outside of a hospital or similar environment or internally, where staff
care for patients or service users on their own. Other descriptions commonly
used include community or outreach workers.
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3.1

3.2

3.3

3.4

3.5

Duties

Board of Directors

The Board of Directors is responsible for ensuring there is a robust system of
corporate governance within the organisation. This includes ensuring there is a
systematic process through risk assessment for the provision of a safe working
environment for lone workers.

Chief Executive

The Chief Executive is responsible for Security Management and has the
responsibility for overseeing and providing strategic management and support
for all security management work within the organisation including lone working.

Executive Director of Planning and Business Development

The Executive Director of Planning & Business Development has delegated
responsibility from the Chief Executive to oversee the management of lone
worker issues on behalf of, the Trust.

Associate Director of Emergency Planning, Resilience and Response,
Fire, Security and Health and Safety

The Associate Director of Emergency Planning, Resilience and Response,
Fire, Security and Health and Safety has delegated responsibility from the Chief
Executive for overseeing and providing strategic management support for all
security management4 work within, or on behalf of, the Trust. They will also
lead on the operational provision of security in the following premises: South
Tyneside District Hospital, Palmer Community Hospital, Durham Treatment
Centre, St Benedict’s Hospice, Clarendon, and Primrose Hill Hospital/St Clare’s
site/ Washington PCC.

This role includes:

e Provision of high-level security advice and support to the Board of
Directors, managers, and staff with regard the application of this policy.

e Liaison with the police, duty managers and other relevant bodies with
regard to security issues and the provision of a safe environment for staff.

¢ Provision of expert guidance and advice across all sites owned, leased
or rented and all staff groups of the Trust.

e Governance arrangements around lone working technical solutions.

e Contract management of technical lone working solutions.

Director of Estates and Facilities

The Director of Estates and Facilities (CHoICE) is accountable to the Chief
Executive as the lead for the operational provision of security in the following
premises: Sunderland Royal Hospital, Children’s Centre, and Eye Infirmary.
This will include the lone working arrangements for staff working within CHolICE.
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3.6

3.7

3.8

3.9

Fire Safety and Security Manager

The Fire Safety and Security Manager is responsible for the operational
provision of security at South Tyneside District Hospital (STDH), community
services and manages the safety team involved in the elements of security
management work across the whole Trust.

This includes:

e Provision of security advice and support with regard the application of
this policy document.

e Liaison with the police, duty managers and other relevant bodies with
regard to security issues and the provision of a safe environment for
staff.

e Provision of expert guidance across all sites owned, leased, or rented
and all staff groups of the Trust.

e Day to day management responsibility for informing service managers
of compliance in technical solutions to support lone workers.

e Outof hours support is provided by Reliance which monitor and respond
to activations

Executive/ Clinical and Corporate Directors/Divisional
Directors/Associate Divisional Directors

Divisional Directors and in their absence Associate Divisional Directors must
ensure there is a robust governance process introduced within their directorate
to ensure all areas of lone working are adequately risk assessed to ensure the
safety of their staff.

Executive/Corporate Directors Directorate Managers/Matrons

Directorate Managers and Matrons must support managers/team leads to
ensure all staff identified as lone workers have a suitable and sufficient lone
worker risk assessment in place.

Managers/Team Leads

All managers/team leads have responsibility under Health and Safety
regulations to review roles that are considered as lone working in line with the
Trust lone worker policy. The role of the job and environment must be assessed
to ensure all staff who undertake lone working are protected from the risks and
that suitable controls measures are in place to reduce the risk down to low as
reasonably practicable. Lone worker risk assessment is to be completed, and
reliance should not be placed on lone worker risk assessments that have been
completed by 3rd parties outside of the Trust. See examples at Appendix E, F
and G which can be used to cover the risk applicable to the role assessed.
Where the need for physical safeguards is identified, control measures to
reduce the risk must be developed, implemented, and monitored by the
managers responsible for that service/staff member. These must be reviewed
annually or where a significant incident has occurred. See examples at
Appendix E, F and G which can be used to cover the risk applicable to the role
assessed. Where the need for physical safeguards is identified, control
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3.10

3.11

measures to reduce the risk must be developed, implemented, and monitored
by the managers responsible for that service/staff member. These must be
reviewed annually or after an incident has occurred.

STDH Security Administration Team

The STDH security administration team contactable on ext. 62920 are
responsible for managing the allocation, procurement, financial aspects and the
Reliance Portal which will ultimately be the platform for all users to manage their
own individual lone worker devices. All devices are centrally managed by this
team and all payments for the rent of each device will be organised by them.
The team will assist and offer support to managers and staff in terms of
encouraging staff to use the device in line with policy.

All Trust staff/lemployees (including locum, agency staff, contractors and

volunteers)

All staff have a responsibility to take reasonable care of themselves and to
cooperate with their employer under health and safety legislation. Through filling
out workplace risk assessments staff will be identified if there is a specific risk
around lone working. Where a risk is identified staff will be instructed to attend
training in conflict resolution (see section 6.17), and if a higher risk is present
will need to attend breakaway training, (on an ad- hoc basis) and both training
is provided by the Trust.

Staff must plan appropriately and risk-assess lone working and undertake
continuous dynamic risk assessment of the situation they find themselves in,
being aware of any changing circumstances and taking necessary action to
minimise the possibility of an incident occurring.

Under no circumstances must an employee put themselves at undue risk; this
can be defined as a risk that could have been foreseen and planned action taken
to reduce the impact of the risk. If a situation arises that they are unfamiliar with
or in which they feel unsafe, they must withdraw and seek further advice and
assistance.

If an incident occurs — even if it is considered a minor incident — the employee
must complete an incident reporting form as soon as possible so that the
appropriate risk assessment and follow-up action can be taken.

Staff or teams who are risk assessed as lone workers and if the risk warrants it,
there may be a need to issue a lone worker device to that member of staff or
team. Managers will be responsible for determining whether a lone worker
device is required through risk assessment. Those issued with a lone worker
device are responsible under this policy for the accurate escalation data for that
device. This includes personnel data, telephone numbers, email addresses and
manager details.

Definition of Terms
Lone Worker:

The Health and Safety Executive (HSE) defines lone workers as:
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4.2

e Those who work by themselves without close or direct supervision. This
could be for example.

»  office staff working alone in isolated parts of the building away
from other colleagues.

»  social and health workers who visit people in their homes.

»  staff who work alone in jobs like transport, car parking attendant
etc.

»  homeworkers.

You are not a Lone Worker if.

» You work closely to others and if help is quick to respond.
» You work in an office with others

» You are regularly monitored and checked on

» You are in a public or staff place with help nearby

» You work alone but have response systems in place

A list of other examples of NHS lone workers can be found at Appendix C.
However, this is not definitive list, and advice can be sought from the Trust
Security Team if doubt exists on the subject of lone workers.

This could refer to those who routinely work for an extended period of time in a
hospital or general practice environment, where staff care for patients or service
users on their own, without the support of line managers or other colleagues. It
could also relate to those who work in the community where care is provided in
the patient’'s home or in a non-clinical environment and away from a hospital
setting.

Lone working may be part of a person’s usual job, or it could occur infrequently,
as, and when circumstances dictate. Lone working is not unique to any
particular group of staff, working environment or time of day.

Legislation

Health and safety law applies to risks of violence, just as it does to other work-
related risks. Staff and managers need to be aware of the following important
pieces of relevant legislation:

e Health and Safety at Work Act 1974

NHS healthcare organisations have responsibilities under the Health and
Safety at Work Act 1974, particularly in relation to employers ensuring,
as far as is reasonably practicable, the health, safety, and welfare of
employees at work.

Employers should have written policies setting out their arrangements for
managing health and safety risks. These policies should be publicised
and easily accessible to staff.

e The Management of Health and Safety at Work Regulations 1999
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6.2

6.3

6.4

These regulations require employers to assess risks to employees and
non-employees and make arrangements for effective planning,
organisation, control, monitoring and review of health and safety risks.

Where appropriate, employers must assess the risks of violence to
employees and, if necessary, put in place control measures to protect
them.

Lone Worker Instructions

Managers/team leads instructions to staff must be clear and precise when
informing them about safe lone working practices. Staff must not enter into lone
worker situations where they feel that their safety or the safety of their
colleagues may be compromised. Situations can change from those previously
risk assessed. A common-sense approach must be adopted and encouraged
at all times. If staff identify their safety could be at risk from a patient, relative,
or environment, alternative arrangements must be made, such as arranging
treatment in another safer building or organising accompanied visits or working
in pairs.

Managers/team leads must contribute to a safer working environment for lone
workers. They must identify roles and responsibilities and conduct suitable and
sufficient risk assessments for lone working. Managers/team leads must also
provide staff with clear lines of communication and reporting.

It is essential that all new employees, identified as lone workers through a
suitable workplace risk assessment, are made fully aware of the Trust policy for
lone workers as soon as possible. Managers/team leads must ensure that lone
worker protocols and risks which are specific to the working environment are
highlighted and discussed in new employee local induction programmes.

Managers/team leads must ensure that a clearly documented lone worker risk
assessment is in place for all those staff/fteams considered to be at risk of lone
working within the acute healthcare or community setting, this includes working
in patient homes (See Appendix E F and G for example risk assessment
templates). The assessments must follow the processes below:

e to identify specific risks in relation to lone workers.

e to assess the overall risks to lone workers.

e to implement measures to reduce the risks to lone workers, including
appropriate staff training to minimise these risks.

e to evaluate the control measures and ensure that risks to lone workers
are appropriately managed. This may result in staff having to work in
pairs due to the residual risk remaining high following the risk
assessment.

e any particular risks that are considered high and can’t be reduced to an
acceptably low level due to the service delivery provided i.e. staff that
may provide a service in learning disabilities, mental health, drug and
alcohol related illnesses must be further discussed with the Trust Security
Team and if necessary, added to the corporate risk register process for
further management discussion.

e The lone worker process of having a risk assessment in place for each
individual or team identified as a lone worker must be audited by the
relevant Service Matron or designated manager and a compliance report
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6.5

6.6

6.7

forwarded to the service Directorate Manager and STDH Security Admin
Team (email address) on a two monthly basis.

The identification of risks relies on using all available information in relation to
lone workers to ensure that the risk of future incidents can be identified and
minimised. This includes learning from operational experience of previous
incidents and involving feedback from all staff and stakeholders. It is therefore
essential that staff report any identified risks to managers, as well as ‘near
misses’, so that a risk assessment can be carried out or reviewed, appropriate
action taken, and control measures put in place. Near miss events should also
be reported on the incident reporting system.

This risk identification must consider (this is not a definitive list):

e lone worker staff groups exposed to risk.

e working conditions means of escape available to staff, normal, abnormal,
and hazardous conditions, such as dangerous steps, or isolated
conditions and poor lighting.

e locked communal doors as some community staff require key fobs to gain
entry to premises particular work activities that might present a risk to
lone workers, such as prescribers carrying prescription forms and
medicines on their person, particularly controlled drugs.

o staff delivering unwelcome information or bad news: whether they have
received suitable and sufficient training to deliver sensitive or bad news
and defuse potentially violent situations.

e the possibility of an increased risk of violence from patients/service users
due to alcohol abuse, racial abuse, or drug misuse in relation to their
clinical condition or response to treatment, and the risk of violence from
their carers or relatives.

e |one worker wearing uniforms and ID Badges when visiting certain
patients/service users. Some patients get antagonised by authority and
dislike persons wearing uniform.

e working in or travelling between certain environments or settings.

e lone workers carrying equipment that makes them a target for theft or
makes them less able to protect themselves.

e evaluation of capability to undertake the role of a lone worker — for
example, inexperienced or pregnant, or having a disability that may make
it difficult to operate alone.

The key to risk assessment is to identify hazards, understand how and why
incidents occur in lone worker situations and learn from that understanding to
make improvements to controls systems to reduce the risk to the employee. To
achieve this, the following factors must be considered and documented:

e type of incident risk (e.g. physical assault/theft of property or equipment,
possible medical emergency occurring, dangerous animals, known high
risk environment) this list is not exhaustive.

e frequencyl/likelihood of incident occurring and having an impact on
individuals, resources, and delivery of patient care.

e severity of the incident: cost to the healthcare organisation in human and
financial terms.
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6.8

6.9

6.10

6.11

6.12

6.13

6.14

6.15

6.16

e confidence that the necessary control measures are in place or
improvements are being made.

e the level of concern and rated risk.

e what action needs to be taken to ensure that improvements are made,
and risks reduced.

e Check of all systems for any yellow/red/ VRM flags.

If a visit involves seeing a patient or partner/carer who has a known history of
violence then the lone worker must be accompanied by at least one other staff
member. Consideration must be given to whether the patient/service user
should be treated away from their home, at a neutral location or within a secure
environment.

If practical and convenient for the patient, the time of day and day of the week
for visits must be varied when visits are frequent. This will make it less
predictable for those who may be watching you with the intention to harm.

As part of the planning process, emergency equipment that may be required
must be assessed. This may include a torch, map of the local area, telephone,
a first aid kit, etc.

If a lone worker has been given workplace equipment to maintain their safety,
such as a mobile phone or a lone worker device, staff must ensure this
equipment is charged and ready for use when entering a lone working situation.

Lone workers must always ensure that someone else (a line manager or
appropriate colleague) is aware of their movements. This means providing them
with your pattern of work for the day, planned visits so management have an
idea of your location if an emergency arises.

Protocols must also be in place to ensure that the lone worker is in regular
contact with their line manager or relevant colleague, particularly if they are
delayed or have to cancel an appointment.

Managers/Team Leads must ensure the lone worker has been given the
necessary training and awareness to enable them to carry out their duties in a
positive, confident, and caring manner. Lone worker devices and mobiles must
also be carried by staff when risk assessments have identified this.

Those staff issued with a lone worker device must use the device in line with
training provided and flowchart at (Appendix D). This is a mandatory
requirement and failure to use the devise may lead to disciplinary action. This
would be considered as a last resort, but an option available to management
should the staff persist in not using them.

Managers/Team Leads must not forget those working from home and suitable
risk assessments should be undertaken to identify possible risks when working
from home. Work Life Balance Risk Assessments or Working at Home Risk
Assessments (see Appendix G) should cover working alone at home. The
following must be considered for staff working from home either on a permanent
or temporary basis:

e How will you keep in touch with them?
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6.17

6.18

7.1

7.2

7.3

e What work activity will they be doing (and for how long)?
e Can it be done safely?
e Do you need to put control measures in place to protect them?

Conflict Resolution Training (CRT) is a mandatory training requirement for staff
working in high-risk areas and will be identified on individual staff training matrix.
CRT is delivered to high-risk staff and staff identified as lone workers must
attend without exception. The Line Manager is responsible for ensuring that all
their lone working staff undertake CRT training and undertake refresher training
at 3 yearly intervals.

Restraint of violent or aggressive patients and relatives to ensure the safety of
staff or patients must be undertaken by the relevant authority, the Police. In
circumstances of extreme and immediate risk to staff and patients in the acute
care setting the security team must be called who are trained in assault
avoidance, de-escalation, and restraint. The Trust policy on restraint must be
followed at all times. If the security team are unavailable staff should contact the
Police for urgent support.

Lone Working Dynamic Risk Assessment

During a lone working visit or a site visit, staff must focus on reducing possible
risks to their safety by undertaking (dynamic risk assessment). This can be
achieved by minimising known or suspected risk factors and by early
intervention (when violence is perceived to be imminent, while it is occurring or
immediately post-incident).

The dynamic risk assessment involves staff:

e Dbeing alerted to warning signs as covered in conflict resolution training.

e placing themselves in a position to make a good escape, i.e. where
possible, being the closest to an exit.

e being aware of all entrances and exits.

e being aware of the positioning of items, including those belonging to the
lone worker (scissors, scalpels, etc), that could be used as a weapon.

e making a judgement as to the best possible course of action — for
example, whether to continue working or withdraw or summon a
colleague to assist.

o utilising appropriate physical security measures (e.g. activating
department staff attack systems to call assistance from staff
nearby/security/the police or if issued, using a lone worker device to raise
an alarm).

e ensuring that when they enter a confined area or room, they can operate
the door lock in case they need to make an emergency exit.

e avoiding walking in front of a patient/service user and not positioning
themselves in a corner or in a situation where it may be difficult to escape.

e remaining calm and focused during an incident in order to make rational

judgements.

remaining aware of their body language (as well as that of the

patient/service user), as there is a risk of exacerbating the situation.

Lone workers must be able to recognise the risks presented by those who are
under the influence of alcohol/drugs or are confused, or where animals may be
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7.4

7.5

7.6

8.1

8.2

8.3

present. Being alert to these warning signs will allow the lone worker to consider
all the facts to make a personal risk assessment and, therefore, a judgement as
to the best course of action (for example, to continue with their work or to
withdraw). At no point must the lone worker place themselves, their colleagues,
or their patients/service users at risk or in danger.

Managers/Team Leads must discuss with their lone worker staff what actions
they should take in the event of an incident (Appendix D).

If a lone worker is confronted by an aggressive animal on a visit to a
patient/service user's address, they must not put themselves at risk. If
necessary, staff must request removal of the animal. Failing this, the visit should
be abandoned, reported to their line manager and an incident form should be
completed.

If there is a known problem with animals at a particular address or location, the
occupants must be contacted and politely requested to remove or secure the
animals before arrival of Trust staff (bearing in mind that this could provoke a
negative reaction). If patient refuses to agree with this request, then staff should
not enter the property.

In the Event of an Incident

Staff must report all incidents of physical and non-physical assault directly to
their managers and they must complete an incident form.

This action will ensure that any lessons learned are fed back into risk
management processes to reduce the risk of similar incidents reoccurring. It
also means that further preventive measures can be developed, sanctions taken
(where appropriate) and increased publicity generated, creating a strong
deterrent effect. The Fire Safety /Security Manager may well advise marking
the patient record with a violent risk marker, lone worker risk or issuing a
possible yellow or red card.

If an incident causes more than seven consecutive days’ absence from work,
there is also a legal requirement for it to be reported to the Health and Safety
Executive under the Reporting of Injuries, Diseases and Dangerous
Occurrences Regulations (RIDDOR) 1995. This must be done in addition to
reporting all physical assaults to the Fire Safety /Security Manager and reporting
by the incident reporting system. RIDDOR reporting is the responsibility of the
Health and Safety Team who will review the incident report to ensure it meets
the reporting criteria.

Post-Incident Support

Managers/Team Leads must support any member of staff who has been subject
to an incident during periods of lone working, including incidents of physical or
verbal aggression. A referral can be made to Occupational Health and if
required the member of staff should visit the Emergency Department for an
initial assessment if any injuries warrant this course of action. The Line Manager
responsible for the victim must be informed at the earliest convenience.
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10.

Post-Incident Action

10.1 If the incident involves a physical assault on Trust staff, which is not felt to be
caused by the clinical condition of a patient, it must be reported to the Police
immediately and at the earliest opportunity the line manager and Fire Safety
/Security Manager must be informed. Furthermore, it is essential that an
incident report is submitted at the earliest opportunity so that managers can start
the review process and seek witness statements where appropriate. All
assaults which have resulted as a consequence of a clinical condition must also
be reported via the Trust’s Incident Reporting System.

10.2 Forallincidents, irrespective of whether the Police are pursuing charges against
offenders, the Fire Safety /Security Manager must be informed and conduct an
investigation to establish the cause of the incident and whether any further
action needs to be taken, this will automatically occur when an incident form is
submitted.

10.3 For incidents where violence is not a factor, such as theft or criminal damage,
staff must submit an incident form in addition to reporting to their relevant Line
Manager, Fire & Security Manager, Police where appropriate.

11. Post-Incident Review

11.1 The Line Manager along with the Fire Safety /Security Manager where
necessary, should conduct a post-incident review. This will enable all available
information to be used to ensure that lessons can be learned, and the risk of
future incidents minimised.

12. Temporary Changes in Extreme Circumstances

12.1 In extreme circumstances (such as a pandemic), the Trust may be required to
make temporary changes to ratified policies out with the normal approval and
ratification process. These changes will be communicated to relevant staff.

13. Monitoring Compliance/Effectiveness of the Policy

Area for Method Frequency | Responsibility | Monitoring/ Lead for Group
Monitoring Assurance | Development Responsible

Group of Action Plan | for Monitoring
Action Plan

Lone Worker | Written report | Bi Monthly | Fire Safety & H&S Group [ Chair of H&S Corporate
Risk by Fire Safety Security Group Governance
Assessment | & Security Manager Steering Group
to be Manager to
completed H&S Group
for each
lone worker
device user
or team
device user
Managers to | A written Bi Monthly | Community H&S Group | Chair of H&S Corporate
manage report Matrons and Group Governance
their own forwarded Managers Steering Group
allocation of | every 2
devices months to the
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Area for Method Frequency | Responsibility | Monitoring/ Lead for Group
Monitoring Assurance | Development Responsible
Group of Action Plan | for Monitoring
Action Plan
ensuring Directorate
that a Risk Manager and
Assessment | the security
is in place compliance
for each officer.
user/team
user
Lone worker | Written report | Bi Monthly | Fire Safety & H&S Group | Chair of H&S Corporate
device by Fire Safety Security Group Governance
utilisation & Security Manager Steering Group
Manager to
H&S Group
Incident Written report | Bi Monthly | Fire Safety & H&S Group [ Chair of H&S Corporate
reporting by Fire Safety Security Group Governance
& Security Manager Steering Group
Manager to
H&S Group
Lone Worker | Carry out a 6 Monthly Fire Safety & H&S Group [ Chair of H&S Corporate
Risk random audit | April and Security Group Governance
Assessment | requesting the | September | Manager and Steering Group
managers to Compliance
send their Officer
RA's to the
Lone Worker
Compliance
Officer
14. Equality & Diversity
The Trust is committed to promoting human rights and providing equality of
opportunity not only in its employment practices but also in the way it provides
services. The Trust also values and respects the diversity of its employees, and
the communities served. In applying this policy, the Trust will have due regard
to the need to:
e promote human rights.
e eliminate unlawful discrimination.
e promote equality of opportunity; and
e provide for good relations between people of diverse groups.
This Policy aims to be accessible to everyone regardless of age, disability
(physical, mental health or learning disability), gender (including transgender),
race, sexual orientation, religion or belief, or any other factor which may result
in unfair treatment or inequalities in health or employment.
15. Dissemination, Implementation and Training

Effective implementation of this Policy is assured by formal dissemination via:

¢ Inclusion in the Trust’'s formal team brief process.
e Formal email to all management teams.
e Posting on the Trust’s Intranet
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16.

17.

18.

Specific training, based on the individual’'s or staff groups’ training needs
analysis is comprised of:

e Conflict resolution training.
e Appropriate levels of breakaway and disengagement training.

Consultation, Review and Approval/Ratification
This policy was formally reviewed by the Trust’s:

Health and Safety Group.

Various Matrons and Directorate Managers.
Staff side.

Security Group.

This policy was formally consulted upon through:

The Security Group.

The Emergency Medicine Violence and Aggression Group.
Violent Patient Marker Group.

Executive Committee

Operational Policy Consultation Sub-Group

Ratification:

e Policy Ratification Group
Review:

¢ Policy review will be undertaken as required, but no later than 3 yearly.
References

e Health and Safety at Work Act etc 1974:
e Human Rights Act 1998.
e NHS Standard Contracts for Providers, Service Condition 24

Associated Documentation
The Lone Worker Policy is supported by the:

e General Security Policy.

e Standard Operating Procedure for Setting Flags for Potentially Violent
Patients.

e Management of Individual who are Violent and Abusive (yellow and red
card policy).

e Use of restraint to patients (adults and adult sized children &young
people) Policy.
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Appendix A:

NHS

South Tyneside and Sunderland
NHS Foundation Trust

Equality Impact Assessment Screening Form
The following screening document will ask you to identify any potential risks or negative impacts to each
of the equality strands. Background data will help to identify these potential risks. If there is no data
available, then you cannot assume that there is no risk. In these circumstances you may need to carry
out some further investigations before you can carry out the Equality Impact Assessment.

New Probosed Existing | v Date of 300321 | Date of | October
P g implementation Review | 2024
Name of policy: Lone Worker Policy
Aim of policy: The purpose of this policy is to ensure that the Trust has
suitable and effective operational arrangements in place
for the management of lone working.
Directorate: Fire, Security and Health and Safety

Manager(s) completing assessment: | Jim Charlton
Date: 25/10/2024

Does this policy have a direct impact | Yes
on service users/public or staff? Yes

or No

Patients, Community or staff groups by equality Impact/Risk | Comments
strands (Yes/No)

Age

Is there a risk that older people or younger people No

would have problems adhering to this policy?

Disability

Is there a risk that staff with a disability would have No

problems adhering to this policy?

Gender Reassignment

Is there a risk that the policy discriminates against
employees who may be starting or have completed a
process to change their gender?

Marriage and Civil Partnership

Is there a risk that the policy discriminates against
employees on the grounds of their marital status / civil
partnership?

Pregnancy and Maternity

Is there a risk that women who are pregnant or who
have recently given birth would not be able to adhere to
the policy?

Race

Is there a risk that the policy discriminates on the
grounds of race, including colour, nationality, ethnicity
or national origin?

Religion or belief

Is there a risk that people practicing different religions No
or beliefs would have problems adhering to this policy?
Sex

Is there a risk that the policy discriminates on the No
grounds of sex?
Sexual orientation
Is there a risk that people who are lesbian, gay or No
bisexual would have problems adhering to this policy?

No

No

No

No
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If the response to any of the above is “Yes” please contact the Trust’s Equality and Diversity
lead for further guidance

(Please tick as appropriate):

[ ¥ ]Full EIA is not required to be carried out on this policy as it is not relevant to any of

the equality duties

[ ] Full ElA is required to be carried out on this policy as it is relevant to some/all of the
equality duties
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Appendix B:

South Tyneside and Sunderland NHS Foundation Trust

NHS Lone Worker Service Reliance

a)

The NHS has a framework agreement which provides lone worker services. This
has been negotiated centrally on behalf of the NHS in England. The Trust has
signed up to the framework and those staff risk assessed as a lone worker
through the Risk Assessment process and issued with a Reliance lone worker
device will receive full training prior to receiving the device. Under the
agreement, the supplier (Reliance UK) will provide 24/7 helpdesk 0800 840
7121 service to the Trust. The overall service provides:

e helpdesk facilities.

e training.

e network services.

e lone worker devices.

e Alarm Receiving Centre (ARC) services.
e management reports.

It is a requirement that managers complete a lone worker risk assessment to
identify possible risks associated with the work undertaken and where
necessary control measures must be put in place to reduce the risk to as low as
reasonably practicable. Example Risk Assessment templates can be found at
Appendix E, F & G

Through this service, a lone worker can use a device to record their location as
they go about their work; this is called an Update. If they feel that their safety
may be threatened, they can send a red alert to the ARC. The ARC can then
listen to the lone worker’s incident and use technology to confirm their location.
It can then notify the emergency services, or the escalation point as required to
provide an appropriate response. The service also records incidents in a format
that can be used as evidence in court.

Those staff receiving a lone worker device will be responsible for filling out a
User Profile and Escalation Form. The administration of the service provided
will be through Reliance and facilitated by the Trust Security Administration staff.
Staff will be fully responsible for ensuring that any change of information
recorded on the User Profile and Escalation forms is identified immediately to
the to service provider, in this case Reliance UK.

All lone worker users must undertake a minimum of one e-learning/face to face
training course provided by the supplier before they use the service.

This is in addition to any other essential training (e.g. conflict resolution
training/breakaway training) designed to protect lone workers.

During an incident, if a lone worker activates their device, the ARC monitors
their red alert transmission and decides how to respond. They can contact the
user, or escalation numbers or in emergency escalate to the Police. At all times
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the ARC will continue to listen to the incident until they receive confirmation that
the lone worker is safe.

ARC staff monitor and manage escalations relating to red alerts. As soon as
they have confirmed a red alert, they will follow the escalation path. If they
assess the threat levels as high, they will immediately contact the relevant
emergency service.

ARC staff will have sufficient information on the user’s location from both the
Update alert and the device technology, where GPS information is available.
They will also be able to obtain regular updates on that position.

When a lone worker activates the device, the ARC will record the incident. The
lone worker is under NO obligation to inform the alleged assailant that a device
has been activated or that the incident is being recorded.

Information obtained through this service during an incident is admissible as
evidence in criminal proceedings. All or relevant parts of a recording may be
transcribed and used as evidence to progress criminal, civil or local sanctions
against an alleged offender.

If an incident is recorded, the Trust's Fire Safety/Security Manager will be
informed by Reliance. The Fire Safety /Security Manager will listen to the
recording and, if necessary, take appropriate action to progress criminal, civil or
local sanctions. Access to recordings of incidents must only be given to the
police or the Fire Safety /Security Manager through the defined process.

Where possible, the alleged assailant will be informed that the incident has been
recorded.

False red alerts - if a red alert is false and no incident has occurred (for example,
accidental activation), the recording is securely deleted.

Genuine red alerts - genuine red alerts are retained for use in criminal, civil or
disciplinary sanctions and are securely destroyed by the supplier after 12
months.

Update alerts — Update alerts will be kept for a maximum of three months, at
which point they will be securely deleted by the supplier. Update alerts relating
to a genuine red alert (i.e. those created on the same day) will be retained for
12 months, after which they will be securely deleted by the supplier.

The Trust has an obligation to promote the lone worker services used by its staff
to patients, service users, stakeholders and the public. This is to publicise and
raise the profile of the services, act as a deterrent by highlighting the benefits of
the service to better protect lone workers and explain the important features of
the lone worker services to all interested parties.
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Appendix C

Useful Checklist for Managers/Team Leads and Examples of Lone Workers in
Health Care Environments

Are your staff:

Issued with all relevant policies and protocols relating to lone working. Refer to
the Trust Intranet Security department for policies and lone working instructions.

Trained in appropriate strategies for the prevention and management of
violence (in particular, have they received conflict resolution training).

Given all information about the potential risks for aggression and violence in
relation to patients/service users and the appropriate measures needed to
control these risks.

Issued with appropriate safety equipment and the procedures for maintaining
such equipment.

Trained to be able to confidently use a lone worker device if issued and familiar
with the Reliance support service systems in place.

Issued with the necessary contacts for post-incident support (see section 9).

Are they:

Aware of the importance of doing planning before a visit, being aware of the
risks and doing all they can to ensure their own safety in advance of a visit.

Aware of the importance of leaving an itinerary of movements with their line
manager and/or appropriate colleagues.

Aware of the need to keep in regular contact with appropriate colleagues and,
where relevant, their nominated ‘buddy.

Aware of the need to carry out continual dynamic risk assessments during a
visit and take an appropriate course of action.

Aware of how to obtain support and advice from management in and outside of
normal working hours.

Aware that they should never put themselves or colleagues in any danger and
if they feel threatened should withdraw immediately.

Do they:

Understand the Trust’'s commitment to and support for the protection of lone
workers and the measures that have been put in place to protect them.

Understand that they have their own responsibility for their own safety.

Understand the requirements for reporting incidents of physical aggression and
verbal abuse via the incident reporting system.

Understand post-incident support as detailed in Section 9.
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Below is a list of some typical examples of NHS lone workers in the healthcare

environment:

patient transport services.

staff working in patient’'s homes.

receptionists working alone in a clinic reception area.

community midwives and occupational therapists.

staff who see patients/service users for individual sessions in
wards/clinics or working/visiting service users within their own home.
staff undertaking work within isolated areas.

staff undertaking work within known high risk areas.

staff lone working out-of-hours.

staff working alone at base, such as an isolated office away from other
staff.

staff working with clients who have known risks e.g. violence and/or
aggression.

times when employees are carrying medication, equipment or valuables.
times when employees are travelling between site/homes/offices.

NHS security staff on patrols, particularly at night.

times when employees are cash-taking and/or banking.

Home working.
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Using a Lone Worker Device Incident Flow Chart Appendix D

Incident occurs NHS lone worker service, the
JVL activity below is triggered
The lone worker:

e activates lone worker device
if issued.

Lone worker
e remove themselves from the

situation/environment to a » f:lewce
place of safety. actwate(_i .
a genuine
e contacts: e
(a) police if required
(b) manager/buddy l
U e alarm receiving centre
. the lone worker returns to (AR.C ) loperator monitprs .
work base as Soon as the incident. A recording is
practicable to complete an l made, and thg Ior?e
I worker’s location is
incident report form. ARC operator identified
. if a non-clinical/physical contacts Trust '
assault has taken place, the first on-call.
line manager or victim must Trust on-call A 4
!nfc_>rm the Police if the makes enquires «  ARC operator conducts a
incident warrants it. on how to full risk assessment of the
U rcnontatc):t staf; incident and takes
ember an appropriate action,
o the line manager initiates a their location following the pre-
post- incident review in determined escalation
conjunction with risk path.
manager, Fire Safety o ifrisk is severe, they
/Security Manager contact the emergency
ﬂ- services Police.
) post-incident review process ¢
begins — including: e the Fire Safety /Security
> where required staff Manager listens Safety to
receives medical review the recording. If no action
(consultant/doctor) by the police has been
> security review of incident taken, the Fire Safety
(Fire Safety /Security /Security Manager will, if
Manager) necessary, take
> counselling/support appropriate action to
through Occupational Health progress criminal, civil or
is offered as appropriate to local sanctions in
employee or other individuals conjunction with the police
affected by incident
» following up on all v
witnesses to the incident.
> review of the current risk For information
If incident was a false alarm (i.e.
ﬂ accidental activation):
Review process also provides e recording is closed with
feedback on processes/systems in user’s agreement.
place, identified weaknesses and .
. e record is deleted.
lessons learned. This can be
captured in the incident reporting
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Appendix E

Lone Worker Risk Assessment Form

Work Base.........cccoeveeviiiiiiiiieciin o Department

Staff Group .....coeeeeeein Location

Description of activity where there is a potential risk.:

Potential risk and type of risk: (examples would be patient, visitor etc. Physical &Verbal aggression,
home environmental risks, risks associated with animals, risks associated with Drug or Alcohol use, known
sex offender etc).

1.
2.

Number of staff exposed: Staff involved — job titles, roles, experience, permanent
etc,

Evaluation of recurrence of risk

Risk 1 .o
Likelihood of recurrent exposure and the potential risk at this location:

Rare [1(1) Unlikely [L1(2) Possible [1(3) Likely [I(4) Almost Certain LI1(5)

Impact to exposure to the potential risk:

Negligible [1(1)  Minor [J(2)  Moderate [1(3) Major [1(4) Catastrophicl(5)

The numbers in the brackets are the risk rating. Multiply the likelihood rating by the impact
rating to achieve the risk score.

Initial Risk Score
Likely = Impact =
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Control measures already taken to reduce risks:

Initial Assessment of Risk:

Please add the score onto the Risk Rating Matrix below:

Risk Score Risk Descriptor _IGrading(tick)
1-3 Very Low
4-7 Low
8-14 Moderate
15-25 High

If the grading is Very Low, ensure that Lone Worker Systems are in place, sign below.
No further action is required.

PLEASE USE BLOCK CAPITALS

ASSESSOR NAME: .......oo e SIGNATURE: ... DATE: ...............

RiSK 2 ..o
Likelihood of recurrent exposure and the potential risk at this location:

Rare [1(1) Unlikely [1(2) Possible [1(3) Likely [1(4) Almost Certain L1(5)

Impact to exposure to the potential risk:

Negligible L1(1)  Minor [L1(2)  Moderate [1(3) Major [1(4) Catastrophicl1(5)

The numbers in the brackets are the risk rating. Multiply the likelihood rating by the impact
rating to achieve the risk score.

If the grading is Low/Moderate/High, it must be discussed with the responsible manager
and the section below completed.

Additional control measures to be considered would be:

3. Review the need for a face-to-face visit - has patient got any VRM markers/
Yellow/Red card? — all risk assessments/ V6/EMIS should be checked before
attending any property. If in any doubt of any risk markers flagged on patients
record, staff to contact the V&A security team and also report to their manager.
Always ensure that a lone workers device is carried when visiting any property.

4. Access to the property (Park in a well -lit area facing the direction in which you will
leave from, close to the location, avoid distance from any parked vehicle and
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parking on a drive way at the property, as the vehicle be may blocked in delaying or
preventing an escape — also check to see if there are any possible intruders outside
before entering the property and check after the visit before entering the car - is
there any risks? When you leave their last appointment contact a colleague to
advise them that you are on your way home (staff can also set up safety group chats
via their phones).

5. Home environment — (hoarding, collection of waste, electrical equipment, smoking,
(fire hazards) built environment — asylum accommodation, any blocked exit routes in
the property should staff need to immediately leave? Consider referrals to local fire
service for assessment, or ongoing referrals to Local Authority, refer to Trust
safeguarding guidance about self-neglect.

6. Animals in the home (risk of an attack, - animals should be secured in another room
at the property) during the visit. Where there is a risk of insect bites or faeces it
should be discussed with the Patient to minimise contact with the affected area
within the home.

7. Drug and Alcohol abuse (patient or any other occupants in the property)? Items such
as controlled drugs and other equipment must never be left visible in the car, these
should be out of sight, preferably stored in the boot of the vehicle.

8. Drug Paraphernalia seen/ used or left in the property? It should be discussed with
the Patients that they are seen in areas of the house where Drug Paraphernalia is
not present.

9. Infection Control — (is there anyone in the property with an infectious/ contagious
illness)?

All incidents of any staff safety concern should be reported via the incident reporting
system to the V&A Security Team — examples of these — offensive weapons in the patient’s
property, disclosures or incidents of any verbal/ physical/ sexual or racial aggression. —
Incidents to also be reported to their line manager and the police if necessary to do so.

If the grading is High, further action will be needed and reviewing the violent and abusive

patients and other relevant policies are essential.

From the risk ratings identified, if control measures are implemented, the highest perceived
new residual risk would be:

Risk 1
Residual Risk Score
Likely = Impact =
Residual Risk Remaining: LowRisk [ Moderate Risk (] HighRisk [
Risk 2
Residual Risk Score
Likely = Impact =
Residual Risk Remaining: Low Risk [] Moderate Risk L] HighRisk [
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If still considered a high risk, advice should be sought from the Trust’s Fire/Security
Manager

PLEASE USE BLOCK CAPITALS

ASSESSOR NAME: ......oeeeeeeeeeeeeeeeeeeeseseeeeasseeeeesasseeessesaneans SIGNATURE: ...t DATE: ...cccoevuen...
MANAGER NAME ......ooiiteeeeeeeeeeeseseeeesessseesesssseseesssssssnssssssnes SIGNATURE ..ot DATE ....cccoeueenen..
Date of Assessment. .....ccooeeeiiiiiiiiiiiiiiann. ReviewDate........cooovveii .

Page 28 of 34




Date:

NHS!

South Tyneside and Sunderland

NHS Foundation Trust

Example Generic Lone Worker Risk Assessment Appendix F:
Name of Worker/Team: Department: Location:
Brief Description of Duties:
What are the hazards? Who might be What are you What further action is Action by who? Action by Date
harmed and how? | already doing? | necessary? when? Complete

Workplace and
Conditions.

remote area, laboratory,
confined space,
workshop, Safe

means of entry, exit,
adequate

illumination,

Process.

work with electrical
systems,

cryogenic gases etc.
describe any
hazardous processes
that may be carried
out.

Equipment.

manual handling risks,
operation

of emergency
controls/equipment etc.
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What are the hazards?

Who might be
harmed and how?

What are you already
doing?

What further action is
necessary?

Action by who?

Action by
when?

Date
Complete

Violence.

potential for violence when
working with patients in all
patient care settings.

Take any previous
incidents or previous
patient history into
consideration.

Consider using specific risk
assessment around
violence and aggression
towards lone workers.

Individual.

Any staff medical condition,
Male/female,

young, inexperienced,
disabilities,

expectant mothers

stress, mental health or
wellbeing

Work Pattern.

time (alone all day/out of
hours?) and location
(isolated/remote)

Other risks.

driving between base and
patients home address
dealing with emergencies
Poor outside mobile phone
signal?
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Appendix G

NHS |

South Tyneside and Sunderland

Working from Home Risk Assessment

NHS Foundation Trust

WORKPLACE / ACTIVITY / EQUIPMENT BEING ASSESSED: DATE:
Working from Home
RISK ASSESSMENT TITLE: REF:

Person at risk affected by activity

[ Employee with Long | [[] Employee with Long | [ ] Household member
Term Health Condition | Term Health Condition | with Long Term Health

[ ] Household member
with Long Term Health

Condition Condition
[] Disabled [ ] New Employees [ ] New/Expectant [ ] Others — please state
Mothers

] None of the above

Name

Job Title

Department

Location working from

It is recognised that we are in exceptional circumstances and there may be a requirement for staff to work

from home, therefore a pragmatic approach to home working is applied

Please complete each section with Yes / No or descriptive words where applicable

Desk Area / Set up

Do you have a desk / table to work from?

Is your Working from Home set up comfortable /
suitable?

Are your keyboard and mouse clean and within easy
reach, without needing to stretch?

Is your laptop / display screen clean and positioned so
there is no glare from a window or light?

Is your laptop / display screen level with your eyes so it
doesn’t cause discomfort to your neck/shoulders?

Can you easily reach everything that you need without
twisting and straining the upper body?

Fire and Safety

Do you have smoke detectors fitted, are they working
and checked regularly, ie monthly?

Does any electrical equipment spark or show signs of
burns or damage and need removing from use?

Do you switch off equipment when not in use?

Are you using your own equipment or has the Trust
provided equipment for you?
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If you are using your own, do you have up to date
antivirus installed?

Does your workstation have log in and password
protection?

Is your workstation set up where a passerby could see
details on your screen or desk/table?

Where do you store your documents and equipment
overnight?

Is your Information Governance mandatory training up
to date?

Slips, trips and falls

Are floor coverings such as carpets and rugs secure?

If working upstairs, do you regularly carry hot drinks
and food upstairs and risk tripping?

If working upstairs, are hallways and stairways clear of
trip hazards?

Is the floor area around your workstation clear of
boxes, papers and wires?

Wellbeing

Do you take regular breaks away from your
workstation?

Do you carry out regular stretches to avoid stiff or sore
muscles?

If you regularly use a computer, do you have your eyes
tested yearly?

Do you have access to first aid equipment if required?

Is your manual handling mandatory training up to
date?

Lone Working

Do you know the name and number of your manager
who you can contact easily via telephone?

Have you agreed a system for regularly checking in
with your manager if you are not visible online every
day?

Have you agreed which platform you will use to
contact your manager and colleagues? Please ensure
that only relevant parties are able to join the
conversation.

Signed: Date:

Name:

One copy should be forwarded to your manager, and you should retain one copy for your own record
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Appendix H

Lone Workers and Vehicles

The following safety tips will assist staff in staying safe if they require to use their vehicle
when undertaking Trust work:

1.

10.

11.

Before setting out, lone workers must ensure that they have adequate fuel for their
journey.

They must give themselves enough time for the journey to avoid rushing or taking
unnecessary risks.

Items such as bags, cases, controlled drugs and other equipment must never be left
visible in the car. These should be out of sight, preferably stored in the boot of the
vehicle.

Lone workers must always hold the vehicle keys in their hand when leaving premises,
to avoid being distracted by searching for them when outside the vehicle.

A visual check must be made of the outside of the vehicle. The inside of the vehicle
must also be checked for possible intruders before entering.

Lone workers must always try to park close to the location that they are visiting and
never take short cuts to save time. At night or in poor weather conditions, they must
park in a well-lit area and facing the direction in which they will leave.

Lone workers must avoid parking on the driveway of the property they are visiting as
their vehicle may be blocked in, delaying or preventing escape.

Lone workers driving alone, especially after dark, must not stop, even for people who
may appear to be in distress or require help. The lone worker should stop in a safe
place and contact the emergency services as appropriate.

In case of vehicle breakdown or accident, lone workers must contact their manager,
colleague or buddy immediately. If they need to leave the vehicle to use an
emergency telephone, they must put their hazard lights on, lock their vehicle and
ensure that they are visible to passing traffic.

Lone workers must not display signs such as ‘doctor on call’ or ‘nurse on call’ as this
may encourage thieves to break into the vehicle to steal drugs.

Lone Workers must remove their lanyards out of sight and not wear whilst driving and
off duty.
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Appendix |

Lone Workers and Travelling by Foot

The following safety tips will assist staff in staying safe if they require to travel on foot to and
from work or during the course of their duties:

1.

Planning before a journey must include determining the safest route for lone workers,
highlighting known areas of concern, including any crime hotspots. Planning must
include the actions lone workers should take if they require assistance, how to safely
carry personal possessions and equipment and what to do in the event of an attack.

When setting off, lone workers should walk briskly, if possible, and not stop in areas
that are unknown to them (for example, to look at a map or ask for directions). If they
require assistance, they must go into a safe establishment, such as a police station,
petrol station or reputable shop and ask for directions or, if necessary, to call for
assistance from their manager, colleague or buddy.

They must avoid using mobile phones overtly in any area and, if carrying equipment,
must ensure that this is done using bags that do not advertise what they are carrying.

Lone workers must stay in the centre of pavements, facing oncoming traffic. They
should remain alert to the people and environment around them, staying on well-lit
paths and areas if possible. They should avoid waste ground, isolated pathways and
subways, particularly at night.

If someone attempts to steal what they are carrying, they must relinquish the property
immediately without challenge. If carrying a handbag or similar, they should
consider carrying their house keys and mobile phone separately.

It is important that any theft, or attempted theft, is reported both internally and to the
police as soon as is practicable and safe to do so. The lone worker must report the
incident through the incident reporting system.

During times of darkness lone workers travelling by foot should always be aware of
their surroundings, take extra care when passing walls and parked vehicles as there
is a danger of someone jumping out on them.

Consider carrying a torch light in hours of darkness to light up the pathways if walking
between duties or to parked cars etc.

Lone Workers must remove their lanyards out of sight and not wear whilst driving
and off duty.
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